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Aspectsof S.1712. The Export Administration Act of 1999

Mr. Chairman and M ember s of the Committee:

It is a privilege to gppear before this Committee to discuss the national security aspects of
S.1712, the pending bill to renew the Export Adminigtration Act. Exports are a matter of great
importance to the vitaity of the American economy, and are responsible in no smal messure for
its sustained high levd of performance.

My remarks are focused on narrow dimension surrounding this important legidative initiative —
its nationa security implications. My testimony today derives from my experience in the Federd
government where | served as Under Secretary of State for Security Assistance, Science and
Technology. In that pogt, | had both interagency export control policy responsibilities aswell as
management of the Department of State’'s role in export controls, both for dud use and US
Munitions List items. In addition, | have served as a Member of two Congressiond
Commissons that have addressed the export control issue in the context of the proliferation of
wegpons of mass destruction (WMD) and the means of ddlivering them. Two years ago, |

served as aMember of the Commission to Assess the Ballistic Missile Threat to the United
Sates led by former Secretary of Defense, Don Rumsfeld. More recently, | served as a
Member of the Commission to Assess the Organization of the Federal Government to

combat the Proliferation of Weapons of Mass Destruction. The former Director of Central

Inteligence, Dr. John Deutch, chaired this Commission. The Vice-Chairman was Senator Arlen
Specter. This Commission addressed the question of the export control function and itsrole in
US policy to combat the proliferation of wegpons of mass destruction. The Commisson
delivered itsfina report to the Congressin July 1999.

The Post-Cold War Role of Export Controls

The role of export controlsin US nationa security policy has changed fundamentally subsequent
to the demise of the former Soviet Unionin 1991. During the Cold War period, export controls
were an important instrument to limit the access of the Soviet bloc to technology that could
facilitate the modernization of their armed forces. The export control syssem was a multilaterd
one operated through an informd, but effective non-treaty based entity, the Coordinating
Committee on Multilatera Export Controls (COCOM) based on US diplomatic property in
Paris. The US participation in COCOM was supported by an aggressve diplométic effort
reinforced by a large-scale Intdligence Community collection, processng, and dissemination
effort. The COCOM controls were effective, and forced the former Soviet Union and its dlies
to depend largely on indigenous technology for its defense modernization. The technology
developed indigenoudy in the Soviet bloc proved inadequate to support its foreign policy ams.
Its inability to modernize its scientific and indugtrid base was a contributing factor to the collgpse
of Soviet military power in the latter stages of the Cold War.



The diminished contemporary role of export controls is reflected in aggregate datistics of
licensure. In the mid-1980s when | had interagency coordination responsibilities for export
controls as an officid of the Department of State, the Department of Commerce issued nearly
150,000 validated dua-use export licenses per year. In FY 98, the number of export licenses
issued by the Department of Commerce declined to less than 12,000. This order-of-magnitude
decline undergtates the scope and magnitude of the sweeping liberaization of export controls
snce the volume of high-tech trade has increased several-fold over the same period.

The decline in the relative importance of export controls in US nationa security policy reflects
the change in the nature of post-Cold War security concerns.  The massive edifice of Soviet
military power and ambition has collgpsed. Twenty-first century security concerns are now
focused on a more amorphous amalgam of threats including state-sponsored terrorism and the
proliferation of wegpons of mass destruction and the means of ddivering them. A monalithic
adversary has been replaced by severa regiona powers whose military power is more narrowly
focused, but yied little to the former Soviet Union in thelr hotility to the United States and its
dlies. It isthe change in the nature of US post-Cold War security concerns and the changing
sources of technology that animates that threats forcing a re-examination of the role export
controls might play. This change will be the subject of my commentson S.1712.

Thepost-Cold War Proliferation of WMD and Their M eans of Delivery

Since the 1980s, a fundamenta change has taken place in the nature of the problem of
proliferation — a change with profound implications for US export control requirements, and
indeed, he role of export controls in US foreign policy. The worldwide trend toward
democratic order, economic liberalism, and deregulation of advanced technology commerce has
spurred a widdy digtributed boom in internationa trade. The broadening of the scope of
internationd markets hasin turn simulated the globdization of manufacturing and service sectors
to serve the globa market. These developments have overwhemingly served the interests of
the United States in both economic and security terms.

These developments have aso had a negative dimension to which public policy must respond.
The globalization of advanced technology science and industry converged with the deregulation
of international trade to diminish the obstacles posed to nations hostile o the US seeking to
develop WMD and the means to deliver them.

The very technology that has contributed so much to American prosperity and security has
paradoxicdly simulated and facilitated WMD and missle proliferation. The fruits of the
American command of the gpplication of advanced civil sector technology for military
gpplications became gpparent during Operation Desert Sorm in the Gulf War in 1991, and
more so during Operation Allied Force — the seventy-eight day air campaign in Kosovo in
1999. Previous caculaions of conventional military power were swept away by the efficacy of
the military gpplications advanced sensors, signd processing, materids, telecommunications, and
precison geo-spatid location technologies. The ironic effect of the eclipse of conventiona



“analog’ military power has been to stimulate the development of weapons of mass destruction
and the means to deliver them by anumber of states hodtile to the United States.

Frudrated a their inability to achieve ther regiond ambitions, Iran and North Korea for
example, have turned to the development of WMD and long-range missles to offset ther
ingbility to use conventiond military power to deter American (and dlied) involvement in
regiond disputes Ther ability to do so has been abetted by the liberdlized policy and
regulatory environment of the post-Cold War period. The US Department of Energy has
declassfied obsolete (but functiona) information about nuclear wegpons design, manufacturing,
and testing as part of its contribution to post-Cold War openness. This “obsolete’ (to the US)
information is now widdy available, and has made the US the leading provider of scientific and
indugtrid information on the military gpplications of aomic energy. Iran and North Korea are
able to bypass the arduous process of nuclear wegpons design and development permitting
them to focus their atention on gaining access to fissle materid.

Smilarly, informaion made widdy avallable rdating to the production and wegponization of
chemica and biologica agents has produced a surge in development activities despite powerful
internationa norms arrayed againgt such programs.  Indeed, among nations hodtile to the United
States, internationd norms agang WMD and long-range missle development have been
honored more in their breach than in their observance.

Liberdization in access to aerospace-related technologies, abetted by a breakdown in the
portions of the US export control system ill in place after the Cold War, has permitted the
accderated development of long-range ballistic and cruise missiles as well by nations hotile to
the US. So rgpid have been these developments that the Rumsfeld Commission was forced to
concludein 1998 that:

The warning times the US can expect of new, threatening ballistic
missile deployments are being reduced. Under some plausible
scenarios — including re-basing or transfer of operational missiles,
sea and air-launched options, shortened devel opment programs
that might include testing in a third country, or some combination
of these — the USmight well have little or no warning before oper-
ational deployment.

Today, nations among the poorest on earth have or are well on the road to the devel opment and
deployment of WMD and the means to deliver them.  The changing nature of the post-Cold
War security environment has crested a community of interests among nations seeking WMD
and the means to deliver them, despite widely divergent political and drategic interests. Close
collaboration between Iran, North Korea, and Pakistan, for example, is serving to accelerate
WMD and delivery system development, and is contributing to the creation of a WMD and
missile-manufacturing infrastructure that may be the source of subsequent proliferation in the
decades ahead.



Changesin the Sources of Technology for Military Application

The rapid advances being made in virtudly every scientific and indudrid discipline is a
phenomena that is being diffused to virtualy every corner of the globe as a consegquence of the
process of globdization. The availability of advanced technology and its extraordinarily rapid
development cycle has changed the source of advanced military capabilities. In the pad, the
defense sector produced advanced technology for military gpplications. In aress such as
aviaion, microdectronics, telecommunications, materids, etc., these developments eventualy
“trickled down” to the civil sector. Over the past decade or two, these circumstances are being
reversed. The specidized defense sector now creates advanced military cagpabilities from
technologies primarily developed for civil gpplications.

The defense sector isnow aminor participant in the market for advanced civil sector technology
products, and for the most part, must draw from what it can find in the civil sector to meset
military requirements. In many cases, civil sector requirements are more demanding than
military requirements. Civil sector product development cycles are measured in months rather
than years or decades, as is the case with mgor defense platforms. The defense sector is
increasingly becoming an industry whose primary function is to transform and integrate widely
available technology into advanced military capabilities that can assure the US of military
superiority.

This developmernt has important implications for nationd defense. The United States will be
able to develop very sophisticated military capabilities more rgpidly and a much lower cost than
would be the case if such technologies were developed by the defense sector. However,
adversary states will enjoy access to the same technology base available to the United States.
Differences in future military cgpabilities will depend less on access to military-unique
technologies than on unique ways in which these technologies are transformed and integrated to
produce advanced military capabilities.

These circumstances aso create a new environment with important implications for US export
contral policy. Asenabling (civil sector) technology for military applications become ubiquitous,
military capabilities rather than technologies rdlevant for military gpplications need to become the
focus of export control activities. In a de facto manner, this is taking place. While dua-use
export licensesissued by the Department of Commerce have declined by more than an order of
magnitude in the past decade, munitions licenses issued by the Department of State have
declined by only twenty percent over a Smilar period despite a fifty-percent decline in
international arms trandfers.  If this characterization of current circumstances is accurate, do
export controls on dua-use technologies have any role in supporting US post-Cold War
nationa security objectives, and what areitsimplicationsfor S.1712?

The Defense Science Board has undertaken a recent study of the phenomena. See Donald A. Hicks,
Chairman, Report of the Defense Science Board Task Force on Globalization and Security, (Washington:
Office of the Under Secretary of Defense for Acquisitionand Technology, December 1999).



Can Export Controls Serve a Constructive Post-Cold War Public Palicy Purpose?

The dynamics of the post-Cold War international economy and the evolution of the sources of
military advantage have raised questions about the role and efficacy of export controls as an
instrument to support US foreign policy objectives. The US has an enduring interest in
preventing or dowing the soread of WMD and the means to ddiver them. An interest in
preventing or dowing adversary access to advanced conventiond military capabilities has dso
emerged as a post-Cold War objective of public policy. Both the legidative and executive
branches of government on numerous occasions have affirmed this interest in law, policy, and
regulation.

Achieving these public policy purposes cannot be achieved through the instrumentaity — broad
multilatera export controls — which were used to such good effect during the Cold War. If
export controls are to achieve a public policy purpose worth the effort, such controls must be
far more focused than was the case during the Cold War.  The Deutch-Specter Commission
summarized US post-Cold War export control needs.

The export control system needs to adapt to these changesif it isto
contribute to combating proliferation effectively. This can be accom-
clished by refocusing the export control system from broad-based
technology-driven controls to limiting or denying access to proliferation-
enabling technologies by potential proliferators. Reinforced by the
coordinated employment of other policy instruments available to the
US government, ranging from diplomacy to arms transfers, export
controls can provide leverage to these initiatives to achieve USgoals

in combating proliferation.

In affirming the utility of a modernized system of export controls for combating proliferation, the
Deutch-Specter Commission cited three ways in which export controls contribute to the efficacy
of US policy to combat proliferation.

First, the very process of developing export controls within a nation

or negotiating export controls multilaterally, educates government,
officials and individual companies about technologies, materials, and
equipment that could be diverted for proliferation-related purposes.
doing so facilitates the broad-based voluntary compliance by exporters
without which no system could function effectively.

Second, export controls and the enforcement apparatus that supports
them can prevent dangerous goods from reaching their intended
destinations. In this connection, the Commission acknowledges



the determination and creativity in enforcing export controls by
USofficials.

Third, export controls provide a legal basis for punishing violators.
For those exporters who fail to comply, violation of export controls
may result in fines, denial of export privileges, or in extreme cases,
prison sentences.

If a modernized export control apparatus can serve the more specialized post-Cold War
national security concerns of the United States, then the pertinent question is whether or not
S.1712 contributes to the modernization of US export controls.

National Security Aspectsof S.1712

My remarks will not address the legidative and gatutory history of the Export Administration
Act (EAA) and its relationship to the nationa security aspects of export controls. Comments
will be limited to areas where S1712 could be improved with respect to post-Cold War US
national security interests.  The recent report of the Cox Committee identified a number of
areas where improvements in the US export control system are needed. Some — especidly
increased pendlties for non-compliance — are incorporated in S.1712. However, a number are
not.

End-use verification and post-delivery verification: The provisons of S.1712 that provide
for end-use verification are weakened by afailure to provide an ingtitutional basis for taking
national security considerations into account in a decison to continue controlled exports to
end-users refusing end-use verification. Moreover, reped of the provisons of the Nationa
Defense Authorization Act of Fisca Y ear 1998 that require post ddivery verification to Tier

3 countries of high performance computers (HPCs) is unhepful in combating proliferation as
these nations are among the mogt proliferation-senstive destinations. The Deutch-Specter
Commission srongly affirmed the need for post-shipment verification. Its recommendation
[5.19] stated:

The Bureau of Export Administration should expand its
post-shipment verification to encompass technologies
of proliferation concern and Congress should ensure
that the Bureau has the resources and the discretion it
needs to implement an effective and aggressive post-
shipment verification program.

Hon. Christopher Cox, Chairman, Report of the Select Committee on US National Security and
Military/Commercial Concernswith the People's Republic of China, (Washington: GPO, 1999).



Diminished impact of national security concerns in the National Security Controls List:
While S.1712 provides for consultation with the Secretary of Defense on establishing the
content of the nationd security control ligt, only the Presdent can overrule decisions made
by the Secretary of Commerce. Moreover, determinations of foreign availability (which the
neither the Department of Commerce or Defense has a database to support) and mass-
market decisions can be made without consultation with the Secretary of Defense. This too
requires presidentid intervention to reverse. The inditutiona redity of Executive branch
decison-making renders engaging interagency conflict infrequent and reversds arare event.
As apractica matter, the process established in S.1712 will diminish the priority of nationa
Security concerns in export control decisons to sendtive dedtinations. A procedure as
noted in (6) below to mandate incorporation national security expertise in such decisons
could mitigate the problem

Ambiguity concerning “ deemed export” provisions: The growing importance of |abor
mohbility in the international economy creates new opportunities for proliferation-sendtive
data to be transferred to ingppropriate end-users.  An important way of dedling with this
issue in current law and regulation requires employees who are non-US persons to obtain

an export license for them to gain access to export controlled information in the United
Saes.  While the legidation is ambiguous on this point, some readings of its provisons
could lead one to conclude that current law and regulation in this respect is being weakened.
Such an outcome would undermine the ability of the US to promote such practices among
US dlies who share smilar export control issues arisng for increased labor mobility in the
high tech sector.

Procedural impediments to the introduction of national security concerns into export

licensing decisions: The limitations of the interagency apped process described in (2)
above areretained in S.1712, but rendered more difficult to introduce because of a series of
procedurd impediments.  To the indtitutional impediments to appeding an export licenang
decison to the Presdent are added a set of process improvements intended to eiminate
unneeded foreign policy controls and compress license processing time. The President has
only thirty days to appea a mass market decision of the Secretary of Commerce, while
HPC export decisions are reduced from the present 180 days (in the FY 98 NDAA) to 60
days. The evidentiary and policy aspects of such decisons are often very difficult, and it is
unlikely thet complex issues could be fully resolved in this period. The cumulative impact of
procedurd and inditutiond charecterisics make it unlikdy thet national security
congderations will recelve due condderation under the provisons now embedded in
S.1712.

The Report of the Defense Science Board, op cit., pp. 36-7 recommends that a foreign availability data base
be established, but no initiative has yet been undertaken to do so, nor does S.1712 provide authorization or
resources for such an effort.



Differential PRC-Hong Kong export control standards. The bass for mantaining differentid
export control standards between the PRC and Hong Kong is an expectation that the
autonomy of Hong Kong's export control ingtitutions can be preserved.  While there is
some evidence that this expectation is judtified, there are dso some ominous portents that
place this expectation at risk. First, there have been numerous legd chdlenges to Hong
Kong' s autonomy within the PRC’ s legd and palitica system, though these challenges have
not directly affected the export control function. Second, severa countries of proliferation
concern have stepped up therr activity and presence in Hong Kong. For example, North
Korea has recently established a diplomatic presence in Hong Kong. In light of reported
PRC assistance to North Korea's bdligic missle progran(s), the establishment of a
diplomatic conduit for the diverson of controlled technologies, equipment, and technica
data to North Korea from Hong Kong would be difficult for Hong Kong authorities to
interdict, given ther limited autonomy.

Foreign availability and mass market determinations: As noted previoudy, the Secretary of
Commerce has the authority to make foreign availability and mass market determinations
under the bill without consultation with the Secretary of Defense. Only a successful gppedl
to the Presdent can reverse such a decison. There is no US government database to
support foreign availability decisons, nor does one appear to be contemplated. The
provisons of S.1712 that permit the Department of Commerce to make foreign availability
decisons do not provide for the incorporation of appropriste USG expertise.  An
dternative approach that would assure that appropriate inter-agency expertise was
incorporated in the decison process would be to require the affirmative support of the three
cabinet leve officers of the nationa security agencies — the Secretaries of Defense and
State, and the Director of Centrd Intelligence. Foreign availability and mass market
determinations could not be made in the face of an objection from a Cabinet officer of the
three nationd security officers unless reversed by the President.

Conclusion and recommendations

The export control system isin urgent need of modernization. The current system neither meets
the needs of US exporters, nor reflects a capacity to incorporate contemporary national security
concerns. The need to do s0 has been affirmed by severd Executive and Legidative branch
sudies, commissions, and reports. S.1712 is an gppropriate vehicle to do so. However, inits
present form, S.1712 fails to adequately provide for US nationa security needs that address the
proliferation issue. To be sure, export controls cannot carry the entire burden of combating
proliferation, or even amaor part of it. Other measures must be employed in conjunction with
export controls if overal nationa security objectives are to be achieved. Nevertheless, export

Thisis also true in the Department of State in support of its responsibilities to manage exports of products

and services on the US Munitions List. Although President Clinton’s 1995 Conventional Arms Transfer
Policy declaration affirmed authority to use foreign availability considerationsin USML licensing decisions,
no resources have been provided to devel op such a database.



controls can support other measures to combat proliferation. As a result, the opportunity to

modernize and thereby drengthen the contribution of export controls should be taken by
modification of S.1712.

Mr. Chairman, this concludes my testimony. | am prepared to respond to questions raised by
you and other Members of the Committee.



